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12 Ways to Protect Your Mobile Device 

1) Use the passcode lock on your smartphone and other devices.  This will make it more 

difficult for thieves to access your information if your device is lost or stolen.  

 

2) Log out completely when you finish a mobile banking session. 

 

3) Protect your phone from viruses and malicious software or malware just like you do for your 

computer by installing mobile security software. 

 

4) Use caution when downloading apps.  Apps can contain malicious software, worms and 

viruses.  Beware of apps that ask for unnecessary “permissions.” 

 

5) Download the updates for your phone and mobile apps. 

 

6) Avoid storing sensitive information like passwords or a social security number on your 

mobile device.  

 

7) Tell your financial institution immediately if you change your phone number or lose 

your mobile device. 

 

8) Be aware of shoulder surfers.  The most basic form of information theft is observation.  Be 

aware of your surroundings especially when you’re punching in sensitive information.   

 

9) Wipe your mobile device before you donate, sell or trade it using specialized software or 

doing a factory reset on the device. 

 

10) Beware of mobile phishing.  Avoid opening links and attachments in emails and texts, 

especially from senders you don’t know.  And be wary of ads claiming your device is infected. 

 

11) Watch out for public Wi-Fi.  Public connections aren’t very secure, so don’t perform banking 

transactions on a public network.   

 

12) Report any suspected fraud to your bank immediately. 
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8 Ways to Protect Your Identity 

 

1) Don’t share your secrets. Don’t provide your Social Security number or account information 

to anyone who contacts you online or over the phone. 

 

 

2) Shred sensitive papers, receipts, bank statements and unused credit card offers before 

throwing them away. 

 

 

3) Keep an eye out for missing mail.  Fraudsters look for monthly bank or credit card 

statements or other mail containing your financial information.  

 

4) Monitor your financial accounts regularly for fraudulent transactions. 

 

 

5) Monitor your credit report.  Order a free copy of your credit report once every 12 months 

from one of the three credit reporting agencies at annualcreditreport.com 

 

 

6) Protect your computer.  Make sure the virus protection software on your computer is active 

and up to date.   

 

 

7) Protect your mobile device.  Use passcode protection to access your device.  

 

8) Report any suspected fraud to your bank immediately!!! 
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5 Ways to Protect Your Small Business 

 

1) Educate your employees.  You and your employees are the first lines of defense against 

corporate account take over. 

 

2) Protect your online environment.  It’s important to protect your cyber environment just as 

you would your cash and physical location.  Do not use unprotected internet connections.   

 

 

3) Partner with your bank to prevent unauthorized transactions.  Talk to your banker about 

programs that safeguard you from unauthorized transactions. 

   

4) Pay attention to suspicious activity and react quickly.  Look out for unexplained account or 

network activity, pop ups and suspicious emails.   

 

 

5) Understand your responsibilities and liabilities.  The account agreement with your bank will 

detail what commercially reasonable security measures are required in your business.   

 


